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Sophos Endpoint Security and Control network upgrade guide

1  About this guide

This guide describes how to upgrade your Sophos software so that
you can benefit from network access control.

In particular it tells you how to:

B Upgrade Enterprise Console from version 3.0 to version 3.1.
B [Install Sophos NAC on your computers.

B Configure network access policies.

If you are currently using Sophos Enterprise Console version 2.0, see
the Sophos Endpoint Security and Control upgrade guide for version 2.0
users, which describes the upgrade to version 3.0.

All Enterprise Console documents are available at
www.sophos.com/support/docs/Enterprise_Console-all.html


http://www.sophos.com/support/docs/Enterprise_Console-all.html
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2.1

2.2

2.3

What’s new?

The new version of Sophos Endpoint Security and Control offers the
following new features.:

B Sophos Enterprise Console 3.1.
B Sophos NAC 3.1 (network access control).

B Automatic removal of third-party security software.

Sophos Enterprise Console 3.1
Enterprise Console 3.1:
B Enables you to install, configure and manage Sophos NAC.

B Enables you to remove third-party security software automatically
(if required).

Sophos NAC 3.1

Sophos NAC protects the company network from non-compliant
or untrusted computers. It controls network access on the basis of
policies set and controlled by the administrator.

Sophos NAC has two components:

B Sophos NAC server. You install this separately from Enterprise
Console.

B Sophos NAC agent. You install this on your networked computers,
so that they can communicate with the NAC server. Sophos NAC
agents can be installed from Enterprise Console, using the Protect
computers wizard.

Automatic removal of third-party security software

If you have third-party security software, e.g. another vendor’s
firewall, installed on your computers, you can now have it uninstalled
automatically. You can choose this option when you install new
Sophos software, as described in this guide.
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3 System requirements

System requirements for Sophos Endpoint Security and Control are
available from the system requirements page of the Sophos website
(http://www.sophos.com/products/all-sysreqs.html).

For Sophos NAC requirements, see also section 3.1.

3.1 System requirements for Sophos NAC
In order to use Sophos NAC, you need to install a Sophos NAC server.

You can install the Sophos NAC server on the same computer as
Enterprise Console or on a separate computer. If you have more than
1000 computers, you should do the latter.

@ You can install the Sophos NAC server on Windows 2003 Server or
Windows 2003 Server R2 only.

For detailed requirements, see Sophos NAC for Endpoint Security and
Control installation guide.


http://www.sophos.com/products/all-sysreqs.html
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About upgrading

Upgrading Sophos software so that you can use network access
control involves the following steps:

B Prepare for upgrading

B Upgrade Enterprise Console.

B [Install Sophos NAC on networked computers.

B Configure Sophos NAC policies.

The sections that follow describe each of these steps.

@ If you later want to downgrade from version 3.1 to version 3.0, you
have to uninstall the later version of Enterprise Console, and then
install the earlier version.
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5 Preparing for upgrading

Before you start upgrading, make sure you have a valid, complete
backup of your Sophos Enterprise Console installation. Make sure
you can recover the system from the backup. If for some reason
the upgrade fails, you will need to recover your Sophos Enterprise
Console system to its previous state from your backup.

To be able to successfully restore your Enterprise Console installation
should you need to, do the following:

1. Back up your database. The default installation folder for
the database is C:\Program files\Microsoft SQL Server\
MSSQL$SOPHOS.

2. Export the following registry key:
HKLM\ SOFTWARE\Sophos\Certification Manager

If you need to restore the installation to its previous state, do the
following:

1. Restore the database to the instance you use. The default SQL
Server instance is SOPHOS.

2. Restore the following registry key:
HKLM\ SOFTWARE\Sophos\Certification Manager

Now you are ready to upgrade Enterprise Console (section 6).
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6 Upgrading Enterprise Console

This section describes how to upgrade:

B Enterprise Console. This assumes that the management server and

the database are installed on the same server.

B A remote management console (if you have one).

O 1 you have installed the management server and database on different
servers, contact Sophos technical support for advice.

6.1 Upgrade Enterprise Console

1.

Log on as an administrator or domain administrator, as
appropriate, at the Windows 2000 or 2003 server where version 3.0
of Sophos Enterprise Console is installed.

Close any open Sophos applications.

Visit the Sophos website, download the Sophos Endpoint Security
and Control Network Installer and run it.

Alternatively, insert the Sophos Network Install CD. The CD
should auto-run. When the home page is displayed, click Install.

On the Welcome page of the Sophos Enterprise Console
InstallShield Wizard, click Next.

On the License Agreement page of the wizard, read the license
agreement and click “I accept the terms in the license agreement”
if you agree to the terms. Click Next.

On the Feedback to Sophos page, read the information carefully.
Select I agree if you agree to provide feedback to Sophos.

If you selected I agree, the second Feedback to Sophos page is
displayed.

If you want to enable Sophos customer support to contact you
directly, e.g. if there is a platform or version issue, enter your EM
download username and/or contact email address.

Click Next.
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8.
9.

On the Ready to Install page, click Install.

When upgrade is complete, you are prompted to log off or restart.
Click Yes or Finish.

If you use a remote management console, upgrade it as described in
section 6.2. Otherwise, go to section 7 to install Sophos NAC server.

6.2 Upgrade a remote console

10

If you have a remote management console, upgrade it as described
below.

1.

Log on as an administrator at the computer where the remote
management console version 3.0 is installed.

Visit the Sophos website, download the Sophos Endpoint Security
and Control Network Installer and run it.

Alternatively, insert the Sophos Network Install CD. The CD
should auto-run. When the home page is displayed, click Install.

On the Welcome page of the Sophos Enterprise Console
InstallShield Wizard, click Next.

On the License Agreement page of the wizard, read the license
agreement and click I accept the terms in the license agreement if
you agree to the terms. Click Next.

On the Ready to Install page, click Install.

When upgrade is complete, you are prompted to log off or restart.
Click Yes or Finish.

The installer has now upgraded the remote management console,
retaining your settings.

You now install Sophos NAC server (section 7).
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7

Installing Sophos NAC server
If you want to use Sophos network access control, you need to install
the Sophos NAC server.

For information about installing Sophos NAC, see Sophos NAC for
Endpoint Security and Control installation guide.

You now install the Sophos NAC agent on your networked computers
(section 8).

11
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8 Installing Sophos NAC on computers

This section describes how to protect Windows 2000 or later
computers with Sophos NAC.

8.1 Prepare to install Sophos NAC

Before you start, ensure that:

B You are subscribed to the “Sophos Endpoint Security and Control”
package.

B The updating policy specifies that computers should update from
the correct CID. By default, the CID is \\servername\InterChk\
SAVSCEXP.

B You have removed any other vendor’s network access control
software from the computers.

You should also:

B Ensure that the Sophos NAC server URL has been specified. This
enables computers to communicate with the NAC server. In
Enterprise Console, on the Tools menu, select Configure NAC
URL, and enter or confirm the address of the server.

O s Sophos NAC is installed on more than one server, use the URL
of the computer running the application, not the computer with
the database.

8.2 Install Sophos NAC
To install Sophos NAC:

1. Select the computers on which you want to install Sophos NAC
Agent. Right-click and select Protect computers. The Protect
computers wizard is launched.

2. In the Welcome dialog box, click Next.

12
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3. In the Select security software dialog box, select Install Sophos
Network Access Control.

Before you can select Install Sophos Network Access Control, you
must click the link to Set up the NAC server URL and confirm the
URL.

@ The Remove third-party security software option does not enable
you to uninstall another vendor’s network access control product.

If you need to remove any other third-party software, see “Remove
third-party security software” in the “How do I protect new
computers?” section of the Enterprise Console help files.

Click Next.

4. In the Protection summary dialog box, any problems with
installation are shown in the Protection issues column. Click
Next.

5. In the Credentials dialog box, enter details of an account which
can be used to install software. This account is typically a domain
administrator account. It must:

B have local administrator rights on computers you want to
protect

B be able to log on on the computer where you installed the
management server

B have read access to the location that computers will update
from (to check this location, in the Policies pane, double-click
Updating, then double-click Default).

If you are using a domain account, you must enter the username
in the form domain\user. Click Finish.

Installation is staggered, so that the process may not be complete on
all the computers for some time.

If you are using the default policy supplied with NAC server and have
not changed the “policy mode”, network access is not blocked.

If you want to set conditions that computers must comply with before
they can access the network, you configure and apply one of the NAC

policies (section 9).
13
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9 Configuring and applying a NAC policy

You can change the settings for any of the pre-defined NAC policies.

The Default and Managed policies can be used for computers that are
managed by Enterprise Console.

The Unmanaged policy can be used for computers from outside the
company, which are not managed by Enterprise Console and do not
have Sophos NAC installed. For more information, see “Using pre-
defined policies” in the Sophos NAC Manager Guide.

To configure a NAC policy:

1. In the Policies pane, double-click NAC. Double-click the policy
you want to configure.

2. Sophos NAC Manager is launched. Log in with your credentials.
3. In the page for the policy, edit the options.

O For information on the options, see “Updating policies” in the
Sophos NAC Manager Guide.

4. In Enterprise Console, click the policy and drag it onto the group
to which you want to apply the policy.

14
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Technical support

For technical support, visit www.sophos.com/support.

If you contact technical support, provide as much information as
possible, including the following:

B Sophos software version number(s)
B Operating system(s) and patch level(s)

B The exact text of any error messages

Copyright 2008 Sophos Group. All rights reserved. No part of this
publication may be reproduced, stored in a retrieval system, or
transmitted, in any form or by any means, electronic, mechanical,
photocopying, recording or otherwise unless you are either a valid
licensee where the documentation can be reproduced in accordance
with the licence terms or you otherwise have the prior permission in
writing of the copyright owner.

Sophos and Sophos Anti-Virus are registered trademarks of Sophos
plc and Sophos Group. All other product and company names
mentioned are trademarks or registered trademarks of their respective
owners.
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